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In event of an incident call 24/7

See policy for dedicated contact number

First Response

First Response is a highly valued service for AIG’s CyberEdge customers, delivering a rapid, 24/7 support after an
actual or suspected cyber event. First Response provides access within 1 hour of notifying our global helpline to
selected Legal, IT Forensics and Crisis Communications expertise.

We have enhanced our First Response offering even further with a wider choice of Legal, IT Forensics and Crisis
Communications firms. The Law firms will be selected at the time the policy is purchased and the IT Forensics and
Crsis Communications firms will be selected in conjunction with AlG’s incident management team, to ensure the
right language and local resource levels to support our insureds wherever they might be.

We know from our experience of handling cyber claims how beneficial such a fast and effective response to a cyber event can be to a business
by dramatically reducing the cost and impact of a cyber incident. Our improved First Response service is designed to help us deliver the best
support we can to our customers in the immediate and critical aftermath of a cyber incident.

First Response headlines FIRST RESPONSE SERVICE

« Expert 24/7 assistance for 48 or 72 hours at AlG’s expense
(depending on the level of cover purchased).

« Can be used for any cyber event such as ransomware,
malware or DoS attacks, breach of confidential
information, unauthorised access.

« First Response is triggered when our Insured has
confirmed or suspects a cyber incident.

+ No policy retention and no prejudice to policy coverage.
Using First Response does not erode the policy limit.

« The Legal firm that will coordinate the insured’s First
Response and their 24/7 contact number will be detailed
in the policy documentation.

« IT forensic and Crisis Communications experts will be
selected on a case-by-case basis to ensure the optimal
support for our insured.

« Once First Response is activated policyholders will be
updated with details of the support and advice provided
and the next steps.

Your call will be answered by an AIG call centre.
Your call will be answered in English, but we
can add a translator to the call if you would
prefer to speak in an alternative language.

The Response Advisor will contact you within
1 hour to take initial details of the incident and
advise on next steps as well as assisting with
the coordination of the response.

The Response Advisor will appoint an IT
specialist to assist you in determining what
has been affected and how it can be contained,
repaired or restored.

You will receive initial legal advice to assist
on the requirements to notify regulators and
individuals.

If required, a Crisis Communications firm can
be brought in to help prevent reputational
damage.
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